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Egyptian Securities trading companies license for Obelisk Company (2008)
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Project overview

Refers to the regulatory approval granted by the Egyptian Financial Regulatory Authority
(FRA) (formerly EFSA: Egyptian Financial Supervisory Authority) to entities engaged in
securities trading, brokerage, or investment activities. When this license is tied to an IT
department project, it typically involves ensuring that the company’s technology
infrastructure, systems, and processes comply with FRA regulations, cybersecurity
standards, and operational requirements for secure and efficient securities trading.

Here’s how the license relates to IT department projects in Egyptian securities firms:

Page 1|4




IT DIRECTOR: ENG. MOHAMED ESSMAT

Key IT-Related Requirements for Securities Trading Licenses
1. Secure Trading Platforms:

o IT systems must support real-time trading, order management, and
settlement processes compliant with the Egyptian Stock Exchange
(EGX) rules.

o Platforms must ensure data integrity, prevent unauthorized access, and
maintain audit trails.

2. Cybersecurity Compliance:

o The FRA mandates adherence to cybersecurity standards to protect client
data, financial transactions, and sensitive market information.

o IT projects mustimplement:
= Encryption for data in transit and at rest.
= Multi-factor authentication (MFA) for trading accounts.

= Firewalls, intrusion detection/prevention systems (IDS/IPS), and
regular penetration testing.

3. Data Privacy:

o Compliance with Egypt’s Personal Data Protection Law (PDPL) and
international standards (e.g., GDPR for cross-border operations).

o IT systems must ensure secure storage and processing of client information
(e.g., KYC data, transaction records).

4. Disaster Recovery & Business Continuity:

o ITinfrastructure mustinclude redundant systems, backup solutions, and
recovery plans to ensure uninterrupted trading operations.

o Regular testing of disaster recovery protocols is often required for license

renewal.
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5. Automated Reporting:

o The FRA requires real-time or periodic reporting of trades, client portfolios,
and suspicious transactions.

o IT projects may involve integrating regulatory reporting tools (e.g., anti-money
laundering (AML) monitoring systems) with trading platforms.

6. Electronic Signature Compliance:

o Digital onboarding of clients (e.g., e-signatures for agreements) must comply
with Egypt’s Electronic Signature Law (Law No. 15/2004).

7. APl Integration:

o ITteams may need to develop or integrate APIs to connect with the EGX,
clearinghouses, or third-party services (e.g., payment gateways).

Example IT Projects Linked to Licensing

e Trading Platform Development: Building or customizing a platform that meets EGX
technical specifications and FRA regulations.

e Cybersecurity Overhaul: Upgrading network security, endpoint protection, and
access controls to pass FRA audits.

e Compliance Automation: Implementing Al-driven tools for AML, fraud detection,
and transaction monitoring.

¢ Cloud Migration: Transitioning to secure cloud infrastructure (e.g., AWS, Azure)
while ensuring compliance with FRA data localization rules.

¢ Blockchain Integration: Exploring distributed ledger technology (DLT) for secure
settlement processes (if applicable).
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Steps for IT Teams in Securities Firms
1. Gap Analysis: Compare existing IT systems with FRA licensing requirements.

2. Adopt FRA-Approved Standards: Align with guidelines like the Egyptian
Cybersecurity Framework or international standards (e.g., ISO 27001).

3. Audit Preparation: Document IT policies, incident response plans, and system
architecture for FRA inspections.

4. Staff Training: Educate employees on secure trading practices, data privacy, and
compliance tools.

5. Third-Party Vendor Management: Ensure vendors (e.g., cloud providers, software
developers) comply with FRA regulations.

Why This Matters

¢ Regulatory Compliance: Failure to meet IT-related licensing requirements can result
in fines, license suspension, or reputational damage.

e Investor Trust: Secure, reliable systems attract clients and institutional investors.

e Market Competitiveness: Advanced IT infrastructure enables faster trades, better
analytics, and innovation .

Key Takeaway

For an Egyptian securities trading company, the IT department is critical to obtaining and
maintaining an FRA license. Projects must prioritize security, compliance, and operational
efficiency to align with Egypt’s evolving financial regulations. Always refer to the latest FRA
Rulebook and consult legal/technical experts for complex implementations.
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